TRUONG PAI HQC KY THUAT CONG NGHE

4 KHOA CONGNGHE THONG TIN
HUTECH
Moén: Bao Mat Thong Tin

Bai thuc hanh so 1

SR

o~ ~

Bai 1: Viét chwong trinh ma héa va gidi ma vin ban v6i thuit toan ma héa Ceasar.
Chwong trinh cé thé thye hién cdc chire ning sau:

Cho phép nhép vin ban vao hé thong.

Cho phép nhap khoa bdo v€ vian ban.

Cho phép ghi File va mé File.

Huéng din mi dich chuyén Caesar:

-Ta lan lugt danh chi s6 cho céc chit cai bit dau tir 0.

- Goi k 1a 1 s nguyén tir 0 ->25 duoc goi 1a khoa.

-Ham mi hoa: E(p.k)=(p+k)mod26 vdi p 1a chi sb cua ky tu can ma hoa.
-Ham giai ma: D(c.k)=|c-kimod26 véi c 1a chi sb cua ky tu can giai ma.

Encryption: [ 1. Map the plaintext characters to numbers : a=0, ...,z=25 |

2. Encrypt the message (seguence of numbers m) using
c= a'm+b mod?26

where a and b are the encryption keys.

| 3. Map the numbers back to characters to obtain the cipher |

Decryption:

| 1. Map the cipher characters to numbers : a =0, ..., z=25 ]

2. Decrypt the number sequence ¢ using
m = a'*c +a'™b mod 26

where a-' is the multiplicative inverse of a mod 26

3. Map the numbers back to characters




Buwde 1: Tao project méi: File = New Project

Steps Choose Projeck

1. Choose Project Categaries:

Java
Web
Enterprise &5 Java Class Library

Jawva Project with Existing Sources

Mabilit
[B i Java Project with Existing Ank Scripk

ML

[)) soa

[I) Ruby
CfC++
MztBeans Modules

Samples

Descripkion:

Creates a new Java SE application in a standard IDE project. You can also generate a main class
in the project. Standard projects use an IDE-generatbted Ant build scripk to build, run, and debug
waur prajeck,

< Back | [ Mexk = ] | Finish | [ Cancel ] [ Help

0 MNew Java Application

Steps Name and Location

1. Choose Project Project Mame: |BaoMTT|
Z. MName and Location

Project Location: |C:1UserslNguoiTuyet\Documents\NetBeansProjects

Project Folder: |C:1Users1Nguo|Tuyet\Documents\NetBeansPro]ects\BaoMTT

Set as Main Project

Create Main Class |baomtt.Main

] | Mext = | [ Einish ] [ Cancel ] [

Buée 2: Tao méi jFrame Form thiét ké:



Mew 3 JFrame Form...
Find... Ctrl+F | [£] Java Class...
Jawva Package...
Cut Certox | B2 g
EEI Java Interface...
Copy Ctrl+C
o |:| JPanel Form...
Paste Ctrl +W
= Entity Class...
Delete Delete | [&] Entity Classes from Database...
Refactor k@ wWeb Service Client...
Rewerse Engineer... E‘] Other...
Compile Package Fa TODOD code appl
Local History 3 ;
Tools |}

gy Jormg TT

Giao dién thiét ké Frame:

Buée 3: Thiét ké Form

Churong Trinh Ma Hoa,/ Giai Ma Ceasar Cipher

PlainText:

.
-_

[ venovwiv |

Cipher Text :

L

[ Denerpt |




Budc 4: Viét ham xit 1y su kién

a. Ham x@r ly sy kién Encypt

b. Ham xir ly su kién Ghi File
private void bntGhiFileActionPerformed (java.awt.event.ActionEvent EEE} {
try |
// TODD add your handling code here:
Bufferediiriter bw = null;
[Nzl leu dit liéu
String fileMame = "D:\\Dulisu.txt";
//luu van ban
String s = txtmahoa.getText();
/f Ghi di Liéu 3 wvao tao tin filelName
bw = new Bufferedlriter (new FilelWriter (filellame));
bw.write(s);
bw.close();
JOptionPane.showMessagelialoginull, "™ D& Ghi File Thanh Cong '!'!7);
} catch (IOException ex) |
Logger. getlogger (Ceasar.class.getlame () ) . log (Level. SEVERE, null, =x);

}
c. Ham x@r ly sy kién Dencypt




d.

private
try

private wvoid bntgiaimaActionPerformed (java.awt.event.ActionEvent evt) {

String cipherText=txtvanban.getText ()
String kKhoa=txtkhoa.getText ()

int kev:

key=Integer.parselntikhoa) :

key tir 0-225 la 1 s
if (key < 0)
{

key = 28 - (-key % Z&);
}
String result = "";

for (int i=0 ; i<cipherText.length();i++)

{
char ch = mahoa(cipherText.charldt (i) ,kev):
result = result + ch:

I

txtmahoa.setText (result) ;

¥
ham mi& hoa nahoa (ch, k)= (ch+k)mod2é voi ch la chil s0 cua ky tw ca
private char mahoa(char ch, int key)
{
if| Character.isLetterich)){
ch = (char) ( 'L' +(Character.tolUpperCaseich)-'4'+ key)%28);
}
return ch;
}

Ham xir 1y su kién Mo File

woilid bntMoFileActionPerformed (Java.awt.event . ActionEvent ewvt) |

BufferedPeader br = null;

String fileMName = "D:\\Dulisu.txt™;
br = new BufferedPeader (new FilePFeader (fileMNam=) ) ;
StringBuffer sb = new ItringBuffer () :
JOoptionPane.showMessageDialoginull, " D& md& File Thanh Céng
char[] ca = new char[5]:
while (br.readv()) {

int len = br.readica);

sh.append(ca, 0, len):
i

br.close () :

trrmy



System. out.println("Du Lieu la + + sh):
String chuci = sh.toltringi)

Lxtvanban.setText (chuoi) ;
} catch (IOException ex) {

Logger.getLogger(Ceasar.class.getMName () ) . logiLevel .SEVERE, null, ex):

}

Bai 2: Viét chwong trinh ma héa va gidi ma vin ban vé6i thuit toan ma héa
Vigenere.

Chwong trinh cé thé thue hién céc chirc ning sau:
Cho phép nhép vin ban vao hé thong.
Cho phép nhap khoa bdo v€ vian ban.

Cho phép mé File va Ghi File.

Huwéng Din: Mat ma Vigenere con goi 1a mat ma nhiéu bang ma. Uu diém cua
ma nay la vi¢c st dung 26 bang ma khac nhau. Do d6 ma khong bi pha trong mdt
thoi gian dai. Ngoai rami ndy con hd tro viéc str dung tir khoa vo cung tién loi.

Thuat toan:

e Khod K 12 mét b gom nhi€u khoa con

o K=(ki, ke, ..., km)

e M4 hoa:
o ek(Xt, X2, ..., xm) = (X1 + Ki, X2 + K, ..., Xm + Km)
e Gidi ma:

o dK(y11 Y2, ..., y'm):(yl—kl, y2—k2, cee Ym—km)
o (cong, tru theo modulo 26)
> “MA KHOI” (block cipher)

Vi du:

e {(ABC .. XY, Z =26={0,1,...,25}.
o K=(2,8,15,7,4,17) (“CIPHER”).
e p = “thiscryptosy”.




¢ = “VPXZGIAXIVWP”

| Example: Encrypt “rovaniemi” with Vigenere. Key = "kemi”

e
17 | 12

kay

message rovaniemi

1714 21 0 13 8 4 12 B|

Addition mod 26

586 2 12 156 22 |
i

cipher

figubcpgwl

Example:
21 + 11 mod 26

=32 mod 26 =6

Bude 1: Thiét K& Form :

Thuat Toan Ma Hoa Vigenere Cipher

Plaintext:

q] I

[1*]

F
-

]

Key:

v Encypt v

 Dencypkt ™

I
l Ciphertext :

TIME
-

. —
Budéc 2: Viét ham xir 1y sy kién

a. Ham xit ly su kién Encypt




private void bntmahoaActionPerformed |java.avt.event.ActionEvent evt) {

int tableRowiize = Z6;
int tableColumniize = 2&;
int vignereTable[][] = new int[2g] [2&];

for (int rows = 0; rows < tableRow3iize: rows++) {
for (int columns = 0; coluwns < tableColumn3ize; columns++){

vignereTable[rows] [columns] = (cows + columns) % 2&;

System. out.println("Enter the plaintext");
dtring plainText= txtvanban.getText();

plainText = plainText.toUpperCase():

System. cut.print ("Enter the key: "):
Jtring key = txtkhoa.getText():
key = key.tolUpperCase();
String cipherText = "',
int keylIndex = 0;
for (int ptextIndex = 0; ptextIndex < plainText.length(); ptextIndex++)
{
char pChar = plainText.charlitiptextindex)

int asciiVal = (int] pChar:
if (pChar == K
cipherText += pChar:
continus;

}
if (asciiVal < &5 || asciiVal = 80){
cipherText 4= pChar;

continue;
}
int basicPlainTextValus = ({int) pChar) - £5;
char kChar = kev.charlt (keylndex);
int basicKEeyValus = {({int) kChar | - &5;

int tableEntry = vignereTable[basicPlainTextValue] [basicKeyValue]:



char cChar = (char) (tableEntry + £5):

cipherText += cChar:

kevIndex++:

1f (kevlndex == kev.lengthi)]

kevIndex = 0;

}
aystem. cut.println(” cipher text iz "+cipherText):
txtmahoa.setText (cipherText.todtring () . tolUpperCase() ) ;

b. Ham x{r 1y su kién Dencypt

int tablePowdize = Ig;
int tableColumnSize = 2&;
int vignereTable[][] = new int{2&] [2&]:
string cipherText=txtmahoa.getText|);
atring plainText="";
for (int rows = 0; rows < tableBowdize; rows++) |

for (int columns = 0; columns < tableColumnSize; columns++) |
vignereTable[rows] [columns] = (rows + columns) 5 2&;

}
System. cut.println({"Enter the cipher text");
cipherText = cipherText.tolpperCase();
System. cut.print ("Enter the key: ");
atring key = txtkhoa.getText();
key = kev.tolUpperCase|();

int keylndex = 0;



for (int ctextIndex = 0; ctextIndex < cipherText.length(); ctextIndex++){

I

char cChar = cipherText.charlt (ctextIndex);
int asciival = (int) cChar;
if (eChar == ' "){
plainText += cChar;
continue;
i
if lasciiVal < &5 || asciiVal » 90){
plainText += cChar;

continue;
!
int basiccipherTextValus = (iint) cChar) - E£5;
char kChar = key.charkt (keyIndex);
int basicEeyValue = ((int) kChar | - &5;

for {int pIndex = 0; plndex < tableColumnSize; plIndex++){
1f (vignereTable[basicKeyValue] [pIndex] == basiccipherTextValue){
char potcChar = (char) (vignersTable[basicKeyValue] [pInd=x] + £5);
char potpChar = (char) (pIndex + £5);
plainText += potpChar;

keylndex ++;

if (kevIndex == kev.lengthi))
keylIndex = 0O;

System. cut.println("” plain text is "+plainText):;
Cxtvanban.setTexXxt icipherText.todtringi) .tolUpperCase () ) :
txtmahoa.setText (plainText.to3tring() .toUpperCase() ) ;

Két qua:
CE L m— ——. ] ) | ——] |

Thuat Toan M Hoa Wigenere Cipher

welcome to the hutech - |
Plaintext:

|
“ 11 [T»]

Key: school

| w Encypkt v | | - Dencypk |

Ciphertext :

OGS QCHEW WY HWE ZWASQas

(]




(2] e — o= ] |
Thudt Tean Ma Hoa Vigenere Cipher

QGSQCEW W HVP 2WASQS -~ |
Plaintext: |
a I [Te] |
Key: schoal |
L]
| w Encypkt v | | “ Dencypk ™ |

Ciphertext :

WELCOME TO THE HUTECH

TINE

Bai TAp Vé Nha: Yéu cau viét phan mém mé hoa va giai ma v6i 2 thuat toan
trén bao gém:

- Menu ma hoa: Thuat toan Ceasar, Thuat Toan Vigenere
- Menu giai ma: Thuat toan Ceasar, Thuat Toan Vigenere

- Cac chire nang ma hoa va gidi ma déu phai ¢6 muc ma hoa va giai
mi theo File( File c6 thé 1a .txt, .dat,...)

Bai 3: Viét chwong trinh mi héa va gidi ma vin ban véi thuit toan ma héa Rail
Fence.

Chwong trinh cé thé thue hién cdc chire ning sau:
Cho phép nhép vin ban vao hé thong.
Cho phép nhap khoa bio v€ van ban.

Cho phép m¢ File va Ghi File.

Huéng Dan :M3 Rail Fence con duoc goi 1a ma zig zag 1a mot hinh thic clia ma
chuyén vi:
e Thong diép duoc viét 1an luot tir trai qua phai trén cac cot (rail) cia mot
hang dao tudng tuong theo dudng chéo tir trén xudng dudi.
e Theo dudng chéo tir dudi 1én khi dat téi cot thip nhat.




e Va khi dat t6i cot cao nhét, lai viét theo duong chéo tur trén Xuéng. Cu lap
di 14p lai nhu thé nao cho dén khi viét hét toan bd ndi dung cua thong diép.
e Vi du: mi héa chuéi HUTECH TECHNOLOGY véi khoa 1a 2.

Plaintext:

RailFence:

Ciphertext:

Bude 1: Thiét K& Form :

Thuat Todn M Héa Rail Fence Cipher

Plaintet: @

[vimamts | [ enert?

Ciphertext :

Buwére 2: Viét ham xtr Iy sy kién

a. Ham xir Iy su kién Encypt



private void bntmahoaBctionPerformed (Java.avt.event.ActionEvent evt) |

L LI LULE — —

Jtring plainText=txtvanban.getText (]
int i=0,19,1,t,8,c=0,t=0;

String cipherText=""";

System. cut.println("Enter the ERails:");
String khoa=txtkhoa.getText () :
r=Integer.parselnt (khoa):

mlrrTET T S11 RS

R P

o T 1= -1l L 11lL

huvén kiéu sang kiéu
l=plainText.length()/r:
3=2%1;

char ct[] []=new char [r][=]:

while(i<r)
{
ct[i] [e]=plainText.charlt (L) ;
T4+
ifii==r-1l&et<=plainText.lengthi)-1)
{

c=c+1;
for (4=r-2:9>=0:9--|

ct[J] [c]=plainText.charlt (t);

t++;
ifig==0&&t<=plainText.length({)-1)
{
CH++;
i=0:
}
1
3
i=i+1;
}
forii=0:;i<r;i++)
{
for(3=0;d<ct[i].length:;j++)
{
char d=ct[i] []]:
ifjd=="0"}

{
continue;



cipherText=cipherText+ct[i] [3]:

}

System. out.println("The Cipher text is:\n"+cipherText) :
System. coutf.printlnicipherText.lengthi) ) :
txtmahoa.setText (cipherText.todtring () co3teing() ) ;

b. Ham x@r 1y su kién Dencypt
private woid btDecryptActionPerformed [(Jsva.awt . .event . AoctcionEwvwent ewe)]  {

if(txtClearText . getText (] .equals (™1 14
JoptionPane . showiMess 3gelialog(null, "Clear Text iz EMprLw™) gz

telse
if(txtEey.getText () .equals (77114
JoptionPane .. showiMessagelialoginull, "Eey iz EMpty™)
telsed
String text=CxtCClearText.getText () .Ccrimi() ;
int key=Integer.parselint(CxtEev.getText (1]
String result=7r;
int k=0;

int s=(text.lengthi) /kevy)+1;

char ct[] []=new char[kev] [=]:

for (int i=0;i<kevy;i++){
for (int j=0;j<s;J++) 4
if (kx=text.lengthil){
bhreak:
K
ct[i] [J]=text.charit (k) ;

kE=k+1:

System. out.print (ce[i] [3]1+ © HJJ
h
Jystem. out.printlni™ ) ;

for (int i=0;i<s;i++)4{
for (int j=0:j<kew:i++){
if(ce[j] [1]1==0)
result=resulc+'40"';



else

F/ JoptionPane.showMessageDialoginull, ct[3]1[1]):
result=result+ ct[3j][i]:

}
Itring =1="r:

for (k=0;k<result.length() s k++) {

if [(i{intiresult.charitcik)) '=0)

2l=zl4result.charit (k) :

CxtREesult.zetText (=21);
H

Buéce 3: Kiém Tra

Ik

=)

Thuat Toan Ma Hoa Rail Fence Cipher

HUTECHTECHMOLOGY =)
Plaintext: ]
q Il ] |
Key: 2
v Encypt v  Dencypkt ™
Ciphertext :
HTCTCMLGUEHEHQOY

TIME

Bai 4: Viét chwong trinh mi héa va gidi ma vin ban vo6i thuit toin ma héa
PLayFail.




Chwong trinh cé thé thue hién cdc chire ning sau:
Cho phép nhip vin ban vao hé thong.
Cho phép nhap khoa bio v€ van ban.

Cho phép mé File va Ghi File.

Huéng din:

# Phuong phap 13 13p ma tran 5x5 dua trén tir khoa cho trudc va cic ky tu trén bang
chtr céi :

- Trudc hét viét cac chit cua tir khoa vao cac hang cua ma tran bét tir hang thu
nhat.

- Néu ma tran con trong, viét cac chir khac trén bang chir cai chwa dugc st dung
VAo cac 6 con lai. C6 thé viét theo mot trinh tu qui udc trudce, chéng han tir dau
bang chit cai cho dén cubi.

- Vi ¢6 26 chir cai tiéng Anh, nén thiéu mot 6. Thong thuong ta don hai chit nao do
vao mot 6 chung, chfmg han Iva J.

- Gia st su dung tr khoa MORNACHY. Lap ma tran khoa Playfair twong tng nhu
sau.

A
B
I,]
S
X

M
C
E
L

<9I O
S0 0|<|2
N= R ORX

U
% Quy tic mi héa va gidi ma
o Chia ban rd thanh ting cip chit. Néu mot cdp ndo d6 c6 hai chit nhu nhau, thi
ta chén thém mot chir loc chﬁng han X. Vi du, truéc khi ma “balloon” bién
d6i thanh “ba 1x 1o on”.
o Néu ca hai chit trong cap déu roi vao cing mot hang, thi ma mdi chit bang chir

¢ phia bén phai n6 trong cung hang cua ma tran khdéa (cudn vong quanh tu
cudi v& dau), chang han “ar” bién doi thanh “RM” .




o Neu ca hai chir trong cdp déu roi vao cung mot cdt, thi ma moi chir bang chir
O phia bén dudi nd trong cung cOt cia ma tran khoa (cudn vong quanh tir cudi

vé dau), chang han “mu” bién do6i thanh “CM”.
Trong cac truong hop khac, moi chir trong cdp dugc ma bdi chir cung hang
vo1 nd va cung cdt voi chit cung cdp voi nd trong ma tran khéa. Chang han,

“hs” ma thanh “BP”, va “ea” ma thanh “IM” hogc “JM” .

=N WO =5

Bwée 1: Thiét K& Form :
Thuat Toan Ma Héa Play Fail Cipher

-

[Tv] |

Plaintext:

1]

| v Encypkt v | | ~ Dencypk ™

A 1]

Ciphertext :

Budéc 2: Viét ham xir 1y sy kién

a. Ham xit ly su kién Encypt



private void bnitmahoaActionPerformed (java.awt.event.ActionEvent ewvt)

i _

String plainText="",plainTxt, cipherText="";

SJtring plavFairMatrix[][]= |
{rme, rtow, o T, AT, TRUE,
{*cv, "H", "Y{", "B", "D" },
{ME"T TFT TG, I, TR,
1 B R B R T

{ IIT_TII . II'.'II . II'[|]'II . II:.:II . L) EII} .

b
System.out.println("Enter a plaintext:"):
plainTxt = txtvanban.getText():
String temp="";

{

String arr[]=plainTxt.split(" ");
for (int j=0;j<arr.length;j++)
{

temp=arr[4]:

ifitemp. lengthi) 32 '=0)

{

temp=temp+"x";

}

plainText=plainText+ temp+" ";
}

foriint i=0; i<plainText.lengthi): i+=2)
{
char ¢ = plainText.charit (i) ;
char d=plainText.charit (i)
if{i+l<plainText.lengthi))
{
d = plainText.chariAc(i+l) :

S3tring val = 3tring.wvalus0fic):
String wald = String. wvalue=0f(d) :
String indexl, index2;
if({wval.ecquals(™ "))

cipherText=cipherText+" ":
i--:

continue;



else
{
if(val.equalsIgnoreCase ("J"))
{
indexl = findIndex(playFairMatrix, String.valus0f("I1"));
}
glse
{
indexl = findIndex(playFairMatrix, String.valueOfiplainText.chardt(i)));
1
ifivald.ecqualsIgnoreCase ("J"))
{
index2 = findIndex(playFairMatrix, String.valus0f("1"));
b
glse
{
index? = findIndex(plavFairMatrix, String.wvaluelfiplainText.chardt(i+l))):
}
if{indexl.charit (0) == indexZ.charlti(0))
{

int m = Integer.parselnt(String.valuslf|indexl.charlc(l))):



int n = Integer.parselnt(3tring.value0f(indexZ.charlt(l)));
int o = Integer.parselnt{3tring.valus0f({indexl.chardt(0))):
int p = Integer.parselnt{String.value0f{index2.charlt(0)));
if (m==4)

n=-1;

cipherText=cipherText+playFairMatrix[a] [m+l]
cipherText=cipherText+plavFairMatrix[p] [n+l];
}
else if(indexl.chardtil) == indexZ.charlt(l))
{ int o = Integer.parselnt(String.valuelf(indexl.chardtil))):
int m = Integer.parselnt{String.valuedf{indexl.charlt(l)));
int p = Integer.parselnt(3tring.valuelf(indexZ.charlt(d)));
int n = Integer.parselnt{3tring.valus0f{index.chardt(l))):
if(p=3)
{

}
ifiox3)
{

o=-1;
}
cipherText=cipherText+plavFairMatrix[o+1] [m];
cipherText=cipherText+playFairMatrix[p+1] [n]:

int o = Integer.parselnt(3tring.valuedf(indexl.charAti0)))

int m = Integer.parseInt(3tring. vralue0f{indexl.charic|l))):
int p = Integer.parselnti3tring.valueldf(indexZ.charAt(0)));
int n = Integer.parselnt(3tring.valuelf(indexZ.charAc(l)));
cipherText=cipherText+playFairMatrix[o] [n]:
cipherText=cipherText+plavFairMatrix[p] [m] :

}

System. cut.println("The cipher text of the above plain text is:"):
Jystem. cut.printlnicipherText) ;

txtmahoa.setText (cipherText.toStringl) .tolUpperCase () ) ;



b. Ham xit ly su ki€n Dencypt

private void bntgiaimaActionPerformed (java.awt.event. ActionEvent
String plainText="",cipherText="";
String plavFairMatrix[][]= {
{ Ill.III; Ir :II; II1'|'II; II_:_II; IIF—III} "

{mree, g, YT, "B, "D},
{"TE™, "F™ G, TIT, TET ),
{"Lw, e, m"QrT, "srT, "T"},
{roe, e, e, ET L, TETY,
}:

System. cut.println("Enter a Ciphertext:"):;

cipherText = txtmahoa.getText ()

txtmahoa.setText (cipherText.to3tring () . tolUpperCase () ) ;

fori{int i=0; i<cipherText.lengthi); i+=2)

{
char o = cipherText.charlit (i) :
char d=cipherText.charit (i)
if{i+l<cipherText.lengthi))
{
d = cipherText.charlAt (i+l) :
}
String val = String. vralu=edfic) ;
String wvald = String.wvalueldf(d)
String indexl, ind=xi;
if(wval.equals(™ "))
{
plainText=plainText+" ";
i--;
continue;
else

if (val.equalsIgnoreCase ("J"))//toc insert the index position for char J
{
indexl = findIndex(playFairMatrix, String.wvalus0f("1")):

}
else
{
indexl = findIndex(plavFairMatrix, String.ralusdficipherText.chardtii))):
}
if (vald.equalsIgnoreCase ("J"))//to insert the index position for char
{

index2 = findIndex(playFairMatrix, String.wvalus0f{"1")):

}
else
{
index2 = findIndexiplavFairMatrix, String.valuslficipherText.charlt(i+1)));
}
if{indexl.charkc (0) == index2.charlic(0))/ /row
{

int m = Integer.parselnt|String.valuelf{indexl.charlt(l)));

int n = Integer.parselnt(String.valueldf(index2.charldt(l)) )/ /column of index 2

evt)

i



int o = Integer.parselnt|3tring.valuslf({indexl.charAt(0))]):
int p = Integer.parselnt|3tring.valuslf{index2.chardAtc(0))]):

1f (m==0)

plainText=plainText+plavFairMatrix[o] [m-1];
plainText=plainText+plavFairMatrix[p] [n-1]:

}
else ifi{indexl.charic (1l
{
int o = Integer
int m = Integer
int p = Integer
int n = Integer

plainText=plainText+playFairMatrix[o-1] [m]

j == indexZ.charic (1))

.parselnt (String. raluslf(indexl.
.parselnt (String. valuelf(indexl.
.parselnt (3tring. vraluelf(indexZ.
.parselnt (String. valuelf(index2.

charitci(0))):
charAt (1))}
charic (0))):
charitc (1))}

[
r

plainText=plainText+playFairMatrix[p-1] [n];

int o = Integer.parselnt|3tring.valuelf(indexl.charAt(0)));

int m = Integer.parselnt(3tring. valuelf|indexl.chardt(l)));

int p =

int n =

Integer.parselntiString, value0f(indexa.charAt(0)));

Integer.parselntiString. ralue0f(indexZ.charAt(1)));

plainText=plainText+playFairMatrix[o] [n];

plainText=plainText+playFairMatrix(p] [m];

aystem. cut,println("plaintext ©

System. cut.println(plainText);

txtmahoa,setText (plainText.toString() . tolpperasei) ) ;



}

¢c. Ham Findindex

public static 3tring findIndex (String[] [] arr, 3tring test)
{
Jtring index = "":
for (int i=0;

i<arr. length; i++)
{

for (int J=0; j<arr[i].length; J++)
{

if (test.equalsignoreCase(arr[i][3])1)
{

index = String.wvalu=0f(i)

+ String.valuedfidg):
return index:;

}

return null;

Buéc 3: Két qua

I

oo e |

Thuat Toan Ma Hoa Play Fail Cipher

my name is buivan thieu
Plaintext:

F
-

q| i [Te] |

v Encypk v " Dencypk ™

Ciphertext :

MC ARCL SX CXSA X0AW PDKFVE

TIME




Bai 5: Viét chwong trinh mi héa va gifi ma vin ban v6i thuit toan ma héa
Transposition cipher.

Chwong trinh cé thé thue hién cdc chire ning sau:
Cho phép nhép vin ban vao hé thong.
Cho phép nhap khoa bdo v€ vian ban.

Cho phép mé File va Ghi File.

Huéng din :Hé méi héa ddi chd ( Transposition Cipher)

La hé ma hoa trong d6 cac ki ty ciia ban gdc dugce giir nguyén, nhung vi tri bi thay doi.

Dio ngwoc toan bé plaintex : nghia 1a ban gbc dugc viét theo thir tu nguoc lai tir sau ra

trudc.
Vi du Plaintext: SECURE EMAIL
Ban ma: LIAMEERUCES

Mai héa theo mdu hinh hoc: ban géc duoc sép xép lai theo mdt mau hinh hoc nao do,

thuong 1a mét mang hoac ma tran hai chiéu.
Vi du: ban goc ban dau 1a BAO MAT

Vi du ma hoa theo miu hinh hoc.

Cot 1 Cot2 Cot 3
B A @)
M A T

Néu lay céc cot theo thir tu 2, 3, 1. Ban ma s& 1a AAOTBM
Déi ché cot: d6i chd cac ki tu trong plaintext thanh dang hinh chit nhét theo cot.

Vi du : Ban gbc BAO MAT THU DIEN TU



Ban gdc dugc chuyén thanh ma tran 3x5 nhu sau:

Bang vi du mi hoa bing phuong phap dbi chd cot

Cot 1 Cot2 Cot 3 Cot 4 Cot 5
B M T D N
A A H I T
@) T U E U

Vi ¢6 5 cOt nén chung c¢6 thé dugc sép lai theo 5! = 120 cach khac nhau

Néu ta chuyén Vi cac cOt theo thir tu 3,5, 2,4, 1 roi léy cac ki tu theo hang ngang ta s& thu

duoc ban ma: TNMDBHTAIAUUTEO.

Hoadn vi cdc ki tw ciua bdn goc theo chu ky co dinh d: Néu ham f 13 hoan vi ciia mét khoi gom

d ki tu thi khoa ma hoa duge bidu didn bsi K(d, f)
Vi du: v6i d = 5, fhoan vi ctia diy 12345 thanh 35142

Bing Hoan vi cac ki tw ciia ban gbc theo chu ky ¢6 dinh d

Vi tri ban dau Vi tri hoan vi Noi dung ma héa | M& hoa
1 3 G 0]
2 5 R P
3 1 O G
4 4 U U
5 2 P R

Theo bang trén ban goc ban dau dugc ma hoa thanh OPGUP.

Bwée 1: Thiét K& Form :



Thuat Toan Ma Hoa Transposition Cipher

s
Plaintext: |_

[

v Encypt v ] [ - Dencypkt ™

Ciphertext :

[m] »

Buéc 2: Viét ham xir 1y sy kién

a. Ham xur ly su kién Encypt
private void bntmahoalActionPerformed |(java.awt.esvent.ActionEvent EHE) {

char letter[]=n=sw char [Z5]:
Sctring plainText,cipherTexc="",jpt="AECDEFGHIJELMNOFQRITUVWEYZ"

int c=D,l=1,v=D,i=D,E=1,vc=D,r=D;

char mat[][]=new char[50] [50]:

int key[]={4,3,1,2,5,&,7};
char z:

System.out.println("Enter the plain text:"):;

plainText=txtvanban.getText () ;

for(i=0;i<c+1;i+4)

{
for(int 9=0:1<kev.length;9++)
{
if({ceplainTextc. lengthi)

{
char a=plainText.charldtic):
mat[i] [J]=a:
4+
v=i+1; for row count

}

ifje==plainText.length() &&j '=wva) to last strin Z

{

r=kev.length-j:

ifir<=qpt.lengthi))

{
z=qpt.charlAt (jpt.length|)-xr):
mat[1i] [J+1]= =:



Flhmr Am=m TS
willmdll Gl LIl

t=2;
ific==plainText.lengthi) &&r==0)// thoat vong lap
{1=c+2;

whilec<=key. length)

for(i=0;i<key.length; i+4)
{
if{key[i]==c)//to match the sequence of key position
{
int k=0;
for(1=0;1<v; 1++)
{
cipherText=cipherText+mat (k] [1]:
k++;//to increase the row

ud 5
}
cipherText=cipherText.tolUpperCase();
System. out.println("\nThe Cipher Text is:\n"+4cipherText);
txtmahoa, setText (cipherText.toltring() .tolpperCasei) ) ;
}

b. Ham xu 1y su kién Dencypt



private void bntgiaimaActionPerformed (java.awt.event.ActionEvent evt) {

TOT =6 mr11r RanAl S ner reds o,
LU dldld LD cllicd L LI L ICLC

String plainText="",cipherText="", pt="AECDEFGHIJELMNOF QORI TUVIE

int e=0,1=1,v=0,1i=0,3=0,k=0;
char mat[][]=n=w char[50] [50]:
char EHEE[][]=HEW char [50] [50] ;
int key[]={4,3,1,2,5,&, 7};
char Z:
System.out.println("Enter the Cipher text:");
gipherText=txtmahoa.getText ()
txtvanban.setText cipherText.to3tring() . tolpperCase() )
v=(cipherText.length() /key.length);
while (c<key. length)
{
for (§=0;"<key. length;j++)
{
if (kev[d]==c+1)
{
for (i=0;i<v;i++)
{
mat[i] [J] =cipherText.charldt (k) ;
k++;

c+t:

for (int p=0;p<4; p++)
{
for({int gq=0;g<key.length;g++)
{
plainText=plainText+mat[p] [q];

}
System. out.println("\nThe Plain text is:\n"+plainText);
txtmahoa.setText (plainText.todtring() . tolpperCase());

1477



Bude 3: Két Qua

m =@ 2 s = | B ]
Thuat Todn M& Hda Transposition Cipher Thugt Todn Ma Hoa Transposition Cipher
attackpostponeduntiltwoamyz - TNAAPTMTSUOAQDWCOIXKNLYPETZ) ~|
Plaintext: | Plaintext: ]
{] I IDn ] I DN
v Encypt v ~ Dencypt * v Encypt v ~ Dencypt
L
L
Ciphertext : | Ciphertext :
TTNAAPTMTSUOAODWCOIXKNLYPETZ || | ATTACKPOSTPONEDUNTILTWOAMAYZ [+
L

Bai Tap: Viét phan mém ma héa vin bin véi cic thuit toin ma hoa trén.
Chwong trinh cé thé thwe hién cdc chire ning sau:

Cho phép nhép vin ban vao hé thong.

Cho phép nhap khoa bdo v€ vian ban.

Cho phép mé File va Ghi File.

Cho phép bén giri ma hoa dir liéu va bén nhan ma héa dir liéu véi khéa K.




